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Abstract—As cyber-attacks on networks become stealthier,
monitoring techniques relying on low-rate packet sampling may
prove insufficient to detect attacks. While various methods,
such as truncating packets, flow-based sampling, and adaptive
sampling rates, have been proposed to enhance detection rates
and ease capability limitations, it remains challenging to perform
sufficient sampling at line speed and high rates at a single sam-
pling point due to limited CPU or bandwidth capacity and fluc-
tuating network traffic. To address these challenges, we propose
COORDSAMP, a system that distributes the sampling workload
across multiple sampling points and coordinates their actions
to avoid duplicate sampling of the same packet. This design
enables scalable, resource-aware monitoring—particularly suited
for dynamic, agentless cloud-based environments—relying solely
on network-level deployment that can be dynamically assigned
and adjusted by the provider. We develop a coordinated sampling
algorithm on multiple P4-programmable switches and show that
the algorithm ensures coordination among multiple sampling
points for each flow, preventing duplicate samples, with negligible
network overhead and real-time configurability. At its core,
COORDSAMP separates offline placement—the budgeted selection
of sampling points—from online allocation—the capacity-aware
assignment of sampling tasks—allowing practical deployment
in hybrid networks that combine programmable and legacy
switches. We formulate sampling point placement as budgeted
maximum multi-coverage problems, solving them optimally in
pseudo-polynomial time. Our system far outperforms those based
on greedy placement along many key dimensions.

Index Terms—P4-programmable switch, coordinated sampling,
budgeted maximum multi-coverage, balanced matrix

I. INTRODUCTION

NETWORK traffic monitoring is an important technique
used for both network management and security pur-

poses. Due to limitations in processing capacity and band-
width, switches cannot typically forward every packet to a
monitor. To address this, two main approaches are adopted:
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traffic summarization (e.g., sketch [1]) and sampling [2]. While
summarization is effective for flow-level metrics, it lacks the fi-
delity required for detecting fine-grained, packet-level attacks.
In contrast, packet sampling outputs raw packets, providing
the detailed context necessary for payload-aware forensics
and intrusion detection, which is essential in operational
security practice [3]. Packet sampling selectively forwards
individual packets to external monitors, preserving the rich
per-packet context essential for identifying anomalies and
threats—though it is constrained by limited bandwidth. As a
result, researchers strive to maximize monitoring effectiveness
within limited sampling capacity [4], [5].

Regardless of the techniques used to sample at switches,
sampling flows with a sufficient sampling rate at line rate under
heavy traffic load may not be achievable at a single sampling
point. When either entire packets or portions of packets are
sent from the sampling point to the monitor, port capacity on
switches may be violated [6] even if programmable ASICS
are used. For example, experiments on physical switches
with 10GB/s ports showed that copying and forwarding every
raw packet from 2GB traffic to an external monitor caused
70% throughput overhead in average [7]. Such performance
degradation significantly impacts network efficiency.

However, lowering sampling rates to accommodate switch
limitations introduces the risk of allowing low and slow attacks
to go undetected. For example, a low-and-slow attack initiated
by Slowloris running on a single VM can cause a 24% increase
on the Web server’s memory with less than a 40kbps increase
on the network traffic [8]. The unpredictable dynamics of
traffic require the sampling points, sampling rate, and sampling
strategy to change with them. Our system provides multi-point
coordinated sampling, smart sampling point placement, and
dynamic sampling point configuration to meet this need.

Unlike prior sampling works that focus primarily on single-
point sampling optimization [4], [5], we propose COORD-
SAMP, an efficient multi-point sampling scheme to achieve
high-rate, line-speed coordinated sampling by placing mul-
tiple sampling points along the paths. This work extends
our previous study [9], which introduced lightweight coordi-
nated sampling for dynamic flows under budget constraints.
In this extended version, we include a broader comparison
with related distributed monitoring techniques (§ II-A), a
proof-of-concept demonstration of the algorithm’s robustness
(§ II-D), an expanded theoretical treatment (§ IV), expanded
sampling points placement experiments on two real datacenter
topologies(§ VI-C), expanded related work (§ VII), and new
discussions of security applications (§ VIII).
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Several prior works have explored distributed network mon-
itoring through coordination-free estimation [10]–[12], dis-
tributed sketches [13], [14], and distributed sampling [15],
[16]. While distributed sketching and summarization tech-
niques have achieved impressive scalability, they address a
fundamentally different goal—approximating flow-level statis-
tics rather than exporting raw packets. Our work instead
targets the complementary packet-sampling modality, where
coordination must prevent redundant packet exports. We focus
on the complementary problem of efficiently coordinating
packet sampling across distributed switches, ensuring fidelity
without redundancy. Our framework enables fine-grained,
packet-level coordination across multiple sampling points,
providing packet-level visibility—an essential capability for
identifying stealthy or low-rate threats. Our design achieves
this coordination using lightweight, in-network logic on P4-
programmable switches 1, while intentionally offloading com-
plex traffic analysis to external, lower-cost monitors, instead
of relying on the expensive P4-programmable switches for that
task. This analysis component is part of the broader system
architecture but lies outside the scope of this paper.

COORDSAMP serves as a packet broker that unifies two
essential functions in large-scale monitoring: scalable dis-
tributed sampling and packet deduplication. Open-source mon-
itors Suricata [18], Zeek [19], and its commercial version
Corelight [20] rely on mirrored packets for analysis yet suffer
from CPU and bandwidth waste when duplicates are sent from
multiple points. COORDSAMP naturally fits as a packet broker,
ensuring non-duplicated, budget-aware packet export to these
monitors.

Additionally, our framework supports flexible sampling
granularity, from coarse port-based sampling (e.g., match on
ingress port) to fine-grained per-flow sampling (e.g., match on
src-dst pair), enabling hybrid static/dynamic flow assignment.
This design allows operators to balance the tradeoff be-
tween the sampling granularity and the real-time coordination
overhead on the controller, adapting to different deployment
constraints and monitoring goals. In this paper, we focus on
the case of fine-grained, per-flow sampling to demonstrate the
capabilities and challenges of COORDSAMP.

Multi-point sampling offers advantages in sampling suf-
ficiency by distributing the packet-mirroring workload (i.e.,
the volume of sampled packets exported to monitors) across
multiple switches. This approach reduces pressure on indi-
vidual switches, mitigates resource bottlenecks, and improves
scalability. The load-sharing design enables more efficient
utilization of constrained programmable hardware. Our study
focuses on multi-point sampling for load-balancing purposes.
Other use cases may also benefit from deploying multiple
sampling points, but these are for different purposes. For
example, sampling a flow before and after a firewall enables
verification of middlebox behavior and detection of stealthy
rule bypassing [21]. The formulation of such scenarios differs
from our load-balancing setting, as it adds extra constraints on
the sampling points placement (e.g., before and after firewalls).
We discuss how our framework can be extended to support
security- and resilience-oriented scenarios in Section VIII.

1P4 is a domain-specific language for programming packet processing
pipelines in network devices [17].

Fig. 1. Testbed Topology

A key challenge in realizing the benefits of multi-point
sampling lies in coordinating the sampling actions to avoid
duplicate samples and to preserve the ability to reconstruct
the original sample sequence, even in the presence of packet
drops, swamping, or bursts. To address this, we propose a
P4 program installed on the P4-programmable switches as
the sampling points to automatically coordinate the sampling
across multiple sampling points to avoid duplicated sampling.
We choose P4-programmable switches as the sampling points
because their sampling functionality can be programmed and
tuned in real-time on the ASIC without CPU constraints.

Given the substantial cost difference between P4-
programmable and OpenFlow switches (up to a factor of
10 [22]), we propose to perform offline placement of a bud-
geted number of programmable switches as potential sampling
points to maximize the average number of flows that can be
sampled at sufficient rates, and to enable online activation of
multiple sampling points to share the load dynamically. To ad-
dress the sampling point placement problem, we formulate the
placement problem as a budgeted maximum (multi-)coverage
problem, which is NP-complete in general. However, we
show that under the structure of our networking scenario, the
problem exhibits weak NP-completeness. This is established
by leveraging the balanced matrix property and analyzing the
problem using a branch-and-bound technique.

A. System Overview

Fig. 1 shows the system architecture. Hosts connect via a
network with P4-programmable switches that sample packets
at configurable granularity and send them to monitors for
analysis. When the SDN controller detects an overloaded
sampling point, it redistributes the sampling load, splitting it
among multiple points if needed. Our COORDSAMP algorithm
at each sampling point ensures no duplicate samples—even if
packets are dropped or swapped during transmission.

We aim to strategically deploy a budgeted number of P4-
programmable switches to maximize the number of flows that
can be sampled at the required rate considering that some flows
may be sampled at multiple points. This requires solving three
problems: (1) coordinating per-flow sampling when multiple
points are sampling the same flow, (2) performing offline
placement of the budgeted number of programmable switches
to maximize the number of flows that have sufficient coverage
to handle sampling load, and (3) performing online assignment
of flows to sampling points dynamically at runtime.

We operate under the assumption that we have knowledge
of potential flow paths due to traffic history, and paths can
be enumerated using standard routing policies and realistic
network topologies. This assumption holds true for enterprise
networks and SD-WANs [11], especially when employing
popular routing protocols that result in path stability [23].

In this paper, we make the following contributions:
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• We introduce COORDSAMP to efficiently coordinate sam-
pling at multiple points using lightweight in-band signal-
ing via packet tags. Experiments on P4-programmable
switches show negligible runtime performance overhead,
with sampling rule activation latency of approximately
0.05 seconds and deactivation latency of 0.01 seconds.

• We formulate budgeted maximum (multi-)coverage prob-
lems for sampling point placement, and show that the
optimal solutions for this NP-complete problem can be
achieved in pseudo-polynomial time in our scenario us-
ing balanced matrix properties on real topologies. The
optimal solution outperforms the greedy method by up to
90% with a comparable runtime of 10−1 to 10−2 seconds.

• We evaluate our optimal placement with dynamic traffic
in real-life topology, and it shows that the sampling points
placed using our budgeted optimal algorithm provide the
capacity to sufficiently sample more flows than those
placed by the greedy algorithm under the same budget.

II. SYSTEM DESIGN

Design overview. COORDSAMP is a packet-sampling system
with a two-phase architecture: (1) an offline placement phase
that selects sampling points under a budget to maximize cov-
erage, and (2) an online allocation phase that assigns sampling
tasks in a capacity-aware manner at runtime, enforcing packet-
level coordination via in-band tags. This separation allows the
controller to adapt to traffic dynamics while respecting budget
constraints in hybrid network settings.

In COORDSAMP, the sampling load is distributed across
multiple points in the network with coordination to efficiently
utilize switch sampling capacity. COORDSAMP also supports
flexible sampling granularity, configurable via the “match”
field, enabling either coarse grouping (e.g., match on ingress
port) with no real-time coordination cost on the controller
or fine-grained per-flow sampling (e.g., match on source-
destination pairs) with real-time sampling tasks assignment
by the controller. This flexibility helps balance the tradeoff
between sampling granularity and real-time coordination over-
head on the controller. In this paper, we use per-flow sampling
to demonstrate COORDSAMP’s challenges and capabilities.

Because a single flow may traverse multiple switches, the
sampling algorithm must avoid redundant packet samples
while keeping the data analyzable. To maintain the usefulness
of these samples, the controller must reconstruct ordered
packet sequences from different sampling points for timing
analysis, anomaly detection, and retransmission identification.
Therefore, our COORDSAMP system is designed to meet:
Goal (1): Avoid duplicate sampling of the same packet at

different sampling points.
Goal (2): Ensure the controller correctly orders sampled

packets, even when captured at different locations.
We introduce a method for achieving coordinated sampling

among sampling points with minimal overhead. We compare
the state-of-the-art distributed network monitoring systems to
motivate our COORDSAMP, an overview of the COORDSAMP
algorithm, and the underlying switch architecture, followed by
the algorithm’s details and implementation.

A. Motivation and Taxonomy

The distributed network monitoring approaches share a
common goal: enabling scalable, resource-aware monitoring
in distributed settings. However, prior systems do not fully
resolve the tension between measurement fidelity, overhead,
and flexibility. None of them considers the budgeted sam-
pling point placement. Many are tailored to specific assump-
tions—fixed topologies, static traffic, or single-point measure-
ment per flow—and lack support for adapting coordination
granularity to evolving network conditions or monitoring ob-
jectives. This motivates our work, which seeks to develop a
more general framework for analyzing and designing coordi-
nation mechanisms that are both efficient and tunable.

Distributed network monitoring systems face an inherent
tradeoff between accuracy and scalability. Monitoring at mul-
tiple switches improves visibility, but also introduces chal-
lenges: without careful design, duplicated measurements can
inflate resource usage, complicate analysis, or distort statis-
tics. One class of solutions embraces duplication tolerance,
using compact encodings and post-hoc merging to manage
redundancy—at the cost of decoding complexity, delayed or
compromised accuracy, and reduced control over measurement
granularity. Others aim to prevent duplication through coordi-
nation. However, coordination itself introduces control-plane
overhead and/or increases switch logic complexity. A central
design question is therefore: how should coordination be
applied/avoided to balance fidelity, efficiency, and flexibility?

To clarify these tradeoffs, we classify the distributed net-
working monitoring studies based on coordination granularity
and mechanisms in Table I with three representative categories:

• Coordination-free Estimation eliminates coordination.
Each switch independently samples or encodes pack-
ets (typically via hash-based mechanisms), and a cen-
tralized collector merges the results. These schemes,
such as Routing-Oblivious [10], UnivMon [11], and
FlowRadar [12], are scalable to deploy, but tolerate mea-
surement duplication and rely on statistical reconstruction
to estimate traffic metrics.

• Flow-level Coordination is managed on a per-flow basis.
Realizations include: (i) Probabilistic anti-correlation
(e.g., [24]), which biases local selections to reduce
overlap in expectation (duplicates may still occur); (ii)
Flow-level exclusive coordination, where the workload is
partitioned by flow, and each flow’s workload is assigned
to exactly one switch—this appears both in distributed
sampling [16] [15]) and in cooperative sketching [14];
Both distributed sampling works [16] [15] implement
flow-level exclusive sampling (one sampler per flow);
COORDSAMP instead coordinates at the packet level
with in-band tags, which strictly generalizes exclusive
assignment under budgets.

• State-sharded Coordination (e.g., Dist. Sketch [13])
allows each flow to traverse multiple switches, where
each switch updates a disjoint shard of a global sketch
along the path, and the shards are later merged at the
controller. Because packet sampling outputs raw packets
rather than aggregated flow statistics as sketching does,
the coordination mechanisms in these two domains serve
fundamentally different purposes and are not directly
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TABLE I
COMPARISON OF COORDINATION MECHANISMS ON DISTRIBUTED NETWORK MONITORING ARCHITECTURES

Coordination Granu-
larity

Coordination Method Coord. Overhead
on Switch

Coord. Overhead on
Controller

Coordination Method
Strengths

Coordination Method
Limitations

Coordination-
Free Estimation:
Duplication-
tolerant estimation
without explicit
coordination [10]–
[12].

Hash-based Distribution:
Switch hashes packet or
flow ID independently to
sample or encode traffic,
without coordination across
switches. Duplication is tol-
erated or leveraged through
centralized post-processing.

Parse each packet
and compute
multiple hash
values of it.
Prog. pipeline
Cost (Hash
Computation):
Num. of stages:
1 → 3
Max. atoms/stage:
3 → 12 (complex
arithmetic logic
unit + register
logic)

May install shared
measurement logic
during setup;
no real-time
coordination
overhead.

▲ Duplication-tolerant
flow statistics estima-
tion.
▲ No real-time over-
head on controller.

▲ Heavy hash
computation overhead.
▲ Coarse flow statistics
estimation.
▲ Complex decoding-
based Monitor-side
processing to merge
sampled data.

Flow-level Coord.:
Control duplicated
monitoring at flow
granularity:

∗ Probabilistic: Local
hash+TTL grading;
each switch monitors
only a small set of
flows; overlap reduced
in expectation
(non-exclusive) [24].

∗ Exclusive: One
flow is monitored at
only one switch [14]
[16] [15].

TTL-based Anti - Cor-
relation: Independent per-
switch grading biases selec-
tions across hops; reduces
overlap, not exclusive [24].

One-time params
per switch; no real-
time coordination
overhead; per-switch
epoch telemetry.

▲ Limits duplication in
expectation.
▲ No real-time over-
head on the controller.

▲Coarse flow-level co-
ordination.
▲ Heavy hash compu-
tation on switches.
▲ Overlap persists.

Preconfigured Exclusive
Coord.: CountMax assigns
each flow to a single ingress
or egress switch using a
deterministic (odd/even)
hash partition [14].

Compute and
distribute hash
rules or thresholds
during setup; no
real-time overhead.

▲ Duplication-free.
▲ Preconfigured: No
real-time overhead on
the controller.
▲ Dynamic: Adaptive
sampling configuration
based on live traffic.

▲ Coarse flow-level
coordination.
▲ Heavy hash
computation overhead on
switches.
▲ Preconfigured:
Limited adaptability to
dynamic traffic due to
static rule design.
▲ Dynamic: Real-time
coordination overhead on
the controller.

Dynamic Exclusive Co-
ord.: Controller installs per-
flow mapping based on
hashed flow IDs so each
flow maps to exactly one
switch [15], [16].

Real-time per-flow
assignment and rule
installation based on
a global view.

State-sharded Coord.:
One flow is measured
at multi-switches; each
switch updates a dis-
joint shard of the sketch
state [13].

Logical sketch per path
jointly built by switches on
that path; each switch up-
dates a disjoint shard shared
across paths, later merged
by the controller [13].

Offline setup and
periodic state-
sharded sketch
aggregation; no real-
time (per-packet)
coordination.

▲ Zero redundant in-
crements.
▲ Path-wide load shar-
ing.

▲ Sensitive to path
changes.
▲ Monitor-side merg-
ing.

Packet-level
Coordination: Avoid
duplicated sampling
while allowing one
flow to be monitored at
multiple switches [9].

Tag-based Coordination:
Switch tags the sampled
packet before sending it out;
downstream switches check
the tag and skip previously
sampled packets to guaran-
tee duplication-free.

Parse each packet
and read/write tag.
Prog. pipeline cost
(Read/Write tag)
Num. of stages: 1
Max. atoms/stage:
1 → 3

Sampling parameters
are configured during
setup; optional real-
time updates may oc-
cur in dynamic mode
to adjust goals or
granularity.

▲ Duplication-free.
▲ Fine-grained packet-
level coordination.
▲ Lightweight tagging
overhead on switch.
▲ Flexible static and/or
dynamic assignment.

▲ High export volume
to the monitor.
▲ Monitor-side
merging and analyzing
data. (Acceptable
tradeoff in low-cost
commodity monitors).

comparable. We next introduce the fine-grained coordi-
nation mechanism tailored to packet sampling.

• Packet-level Coordination provides fine-grained control
by allowing a single flow to be sampled at multiple
switches while ensuring duplication-free monitoring. It
enables more effective utilization of sampling capacity
across the network than flow-level coordination. Our
COORDSAMP supports packet-level coordination through
packet tagging: When a switch samples a packet, it adds
a small tag or modifies a designated field in the packet
header. This tag informs downstream switches that the
packet has already been sampled, allowing them to skip
redundant sampling. This ensures that each packet is
counted only once, even when traversing multiple mea-
surement points. COORDSAMP is lightweight and data-
plane friendly, and supports a flexible trade-off between
sampling granularity and control-plane coordination over-
head. Despite higher export and merging overhead, this
acceptable trade-off shifts complexity to commodity mon-
itors instead of programmable switches.

While our taxonomy summarizes coordination mechanisms,
it also highlights a fundamental distinction between two

major monitoring paradigms: sketching and packet sampling.
Sketching-based approaches [14] [13] are designed for
aggregated flow statistics—such as estimating flow sizes,
heavy hitters, or traffic changes. They summarize traffic using
compact in-switch data structures that approximate per-flow
statistics, achieving scalability and low export cost but nec-
essarily forgoing per-packet visibility. In contrast, sampling-
based approaches preserve raw packets for tasks such as
intrusion detection, policy verification, and forensic analysis.
These methods provide fine-grained visibility but can generate
high export traffic. When distributing the sampling workloads
for scalability, coordination is required to prevent redundant
packet sampling to prevent bandwidth waste.

Although monitoring task assignment for sketching [13] and
sampling [9] share structural similarity—both seek to avoid
redundant monitoring on multiple points—their coordination
considerations and resource constraints are fundamentally
different. Sketching coordinates state updates under switch
memory limits, whereas sampling coordinates packet selection
under export bandwidth constraints. These distinct bottlenecks
arise from differing objectives: sketching aggregates flow-level
statistics, while sampling preserves packet-level observability.
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Existing distributed monitoring systems—including
sketch-based [13] and sampling-based [15] [14] designs
— typically assume a homogeneous SDN environment
in which all switches can be monitoring points (either
OpenFlow or P4-programmable). When only a budgeted
subset of switches can monitor, our budgeted maximum multi-
coverage placement strategy can serve as a complementary
component to these frameworks, helping determine where to
deploy programmable monitoring functions (e.g., sketches
or sampling) and where to rely on legacy forwarding. This
enables coordinated monitoring optimization across hybrid
networks that combine programmable and legancy switches.

In comparison, COORDSAMP offers several key advantages:
• Fine-grained, duplication-free packet-level coordinated

sampling that minimize resources usage by avoiding
real-time hashing (whereas existing distributed sampling
works only offer flow-level coordination); tagging intro-
duces minimal pipeline overhead.

• Flexibility tradeoff between sampling granularity and
real-time coordination overhead: supports both static
coarse port-based sampling and dynamic per-flow sam-
pling depending on scenario and condition.

• Budget-awareness: our system enables optimal placement
of sampling tasks to minimize cost and maximize visi-
bility—an area largely overlooked by prior works.

These advantages make COORDSAMP well-suited for hy-
brid network that demand packet-level analysis—such as for
detecting stealthy or low-rate attacks—while operating under
tight monitoring budgets or hardware constraints.

B. P4/TNA Realization
Our COORDSAMP algorithm operates on the Tofino Native

Architecture (TNA) shown in Fig. 2. TNA consists of two
programmable sections: the Ingress and Egress Pipelines,
each comprising a parser, match-action pipeline, and deparser.
The parser stage dissects packets into distinct fields. In the
match-action pipeline, packets are matched and actions are
executed as per the algorithm. This pipeline houses the primary
components of the COORDSAMP algorithm. Parsed packets are
reconstructed at the deparser stage. In the Ingress deparser,
packets proceed to the Egress pipeline for further handling. In
the Egress deparser, packets are either forwarded to the next
hop or discarded based on configured actions.

Our design incorporates four Match-Action tables: the Sam-
pling Table determines whether a packet should be sampled.
The Forwarding Table forwards flows’ packets normally. The
Mirroring Table determines the samples’ output port to the
monitor. The Untagging Table removes the tag from sampled
packets at the network edge. The core logic of COORDSAMP
resides primarily in the ingress pipeline.

C. Packet-Level Coordination Algorithm
The key idea behind preventing duplicated sampling—while

allowing multiple switches to sample the same flow—is to
determine whether a packet has already been sampled before
making a new sampling decision. To achieve this, COORD-
SAMP instructs the sampling switch to put a tag in packet
header immediately after sampling it, before forwarding.

Algorithm 1: COORDSAMP on P4-Prog. Switches
Data: pkti: Recent packet of flow fi;
tables: Ingress flow table for sampling some flows;
counteri: Stateful counter of flow fi, initial value is 0;
intervali: Sampling interval for flow fi;
idrdi : Stateful round id number, initial value is 0;
mi: Mirroring session id of flow fi.
Result: is out, idrdi .

1 (idsai , pktparsedi ) = parse(pkti);
2 (is hit, intervali, counteri,mi) =

read(pktparsedi , tables);
3 if is hit then
4 if idsai is NULL then
5 counteri = counteri + 1;
6 if counteri mod intervali==1 then
7 tag sampled(pkti, idrd);
8 idrdi = idrdi + 1;
9 pktmirrored

i =mirror(pkti,mi);
10 output(pktmirrored

i , portmonitor);
11 end
12 else
13 counteri = 0;
14 idrdi = idsai ;
15 end
16 end

Downstream switches can then inspect the tag to determine
if the packet has already been sampled and skip redundant
sampling. While several header fields (e.g., VLAN [25])
can be used to carry the tag, COORDSAMP utilizes the IP
”Options” field to remain standard. The tag is removed at
the final sampling point to minimize interference with normal
forwarding.

The coord sampling algorithm (Algorithm 1) is imple-
mented on the TNA architecture in Fig. 2. The P4 code is
available on GitHub [26]. Upon entering the pipeline, the
Sampling Table tables evaluates the packet first. If there is no
match in tables, it proceeds to the Forwarding Table tablef for
standard forwarding processing. Conversely, if a match occurs,
the packet is directed to the coord sampling algorithm.

To achieve Goal (1)—preventing duplicate sampling of the
same flow across multiple sampling points—our algorithm
maintains two parameters for each flow fi:

• counteri: counter of packets for fi in a round;
• intervali: dynamically configured sampling interval

(i.e., the inverse of the sampling fraction/frequency).
In a traditional single-point flow-based sampling system, a
packet is sampled when the following condition is met:
Condition (A): counteri mod intervali == 1

However, Condition (A) is insufficient in multi-point setups,
where issues of packet drops or reordering may lead to dupli-
cate samples. Therefore, we introduce a second requirement:
Condition (B): the packet is not tagged.
Therefore, a switch samples a packet only if both Condition
(A) and Condition (B) are satisfied. If Condition (B) is
not met, the switch resets counteri to prevent overlapping
sampling decisions in subsequent packets.
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Fig. 2. COORDSAMP Workflow on TNA Pipeline

To achieve Goal (2), switches track the number of rounds
of sampling, idsai , and report that to the monitors by putting
the idsai value in sampled packet headers, where a round
is completed when a sampling switch has seen an interval
number of packets on the flow. As shown in Algorithm 1, each
switch tracks the number of rounds performed in the variable
idrdi for flow fi. When a switch finds that it should sample
a packet pkt, it samples pkt and tags pkt’s “Options” header
field with idsai = idrdi . idrdi is then incremented on switch to
prepare for its next round. Monitors that know topology (i.e.,
the order of sampling switches for a flow) can order packets
from sampling switches in each round for each flow.

To maintain the correct round order across switches when
packet dropping/swapping happens between sampling points,
we adjust counteri and idrdi whenever a sampled packet pktsa

is seen. Specifically, the switch’s counteri is reset, and flow
fi’s round id idrdi is synchronized with upstream switch by
setting idrdi = idsai where idsai is the sampled id of pktsa.

Multiple packets can belong to the same round, but they are
sampled from different points along the flow path. A round is
defined as a group of sampling opportunities, with its size
equal to the number of sampling points on that path. Since
flows are continuous, a single round cannot fully capture the
flow. However, packet metadata—such as sampling location
and flow direction—can work with sampling rounds, assisting
in reconstructing the correct order when needed. The monitor
arranges sampled packets of fi from multiple switches by
gathering packets in ascending order with the same idsai tag
along the path of fi, moving from upstream to downstream
points. The detailed steps of Algorithm 1 focus on switch
sw’s sampling decisions and tagging. When packet pkti hits
a match in tables, we verify the existence of idsai :

• If it does not exist, sw increases counteri and checks the
indicator value of counteri mod intervali:
– If equals 1, sw tags pkti’s idsai with its current idrdi ,

increases its idrdi , mirrors pkti, sends pktmirrored
i to

the monitor, and forwards pkti normally;
– Otherwise, sw forwards pkti normally.

• Otherwise (pkti has been sampled with a tag idsai ), sw
resets counteri and synchronizes its round id idrdi with
the upstream switch’s round id by setting its value as
pkti’s value idsai , and forwards pkti normally.

Our coord sampling algorithm is computationally efficient
with a complexity of O(1), performing one table lookup

and a constant number of conditional actions. Moreover, the
mirroring process incurs no CPU cost on the programmable
ASIC but only entails memory costs for configuration. The
algorithm is also memory-efficient for the following reasons:
Each flow fi requires variables counteri, intervali, idrdi , and
mi to configure its sampling task, akin to a flow entry. The bit
length of mi increases sublinearly with the number of sampled
flows. 1-byte idrdi is enough to avoid round id confusion
caused by idrdi overflow 2. The bit length of intervali is
inherently short to facilitate frequent sampling. Notably, the
value of counteri does not continually increase to track the
absolute number of packets; instead, it is reset whenever
counter == interval or meets a tagged packet, keeping its
bit length as short as intervali’s.

Finally, COORDSAMP is table-space-efficient, does not
materially increase TCAM or flow-table usage. Exact/Longest
Prefix Matching (LPM) matches reside in SRAM/LPM (no
ternary required); if TCAM is used, sampling can be attached
as an action to existing forwarding entries (forward+sample),
avoiding new TCAM entries. So, memory usage grows propor-
tionally to the number of flows rather than expanding the table
size. When table space is tight, operators can adopt coarser,
SRAM-friendly matches (e.g., matching ingress-port); packet
tags still prevent duplicates. Finally, the number of flow entries
roughly tracks sampling capacity, which our runtime allocator
already enforces: when a point is overloaded, the controller
shifts sampling to other points within the budget.

D. Prototype Demonstration

To avoid duplicated sampling amidst drops and reordering 3,
we enable sampled packets to be tagged upstream, so down-
stream switches skip already-sampled packets—preserving
synchronization across all cases. Fig. 3 demonstrates Al-
gorithm 1 in the scenarios of normal transmission, packet
dropping, and packet swapping between points. The algorithm
promptly restores synchronization after anomalies by resetting
counters and round identifiers when marked packets are pro-
cessed—requiring no special inter-switch messaging.

Coordination among sampling points to avoid duplicated
sampling is crucial. Equally significant is strategically placing

2No same round id in < 72 seconds even under an extreme case assuming
bandwidth is 10 Gbps, packet size is 84 bytes, and the sampling fraction is 1

3Coordination only happens between sampling points. Packet loss or
swapping before the first or after the last point does not affect coordination.
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Fig. 3. Demonstration of COORDSAMP algorithm in different situations

a budgeted number of P4-programmable switches to maximize
the number of dynamic flows sampled at their required rates.
Our solution comprises two stages: sampling point placement
and sampling task allocation, where placement is a physical,
pre-deployment decision and allocation occurs at runtime. The
placement algorithm solves a budgeted maximum k-coverage
optimization problem to maximize the number of sufficiently
covered paths in dynamic runtime. It avoids relying on static
assumptions about traffic volumes or switch utilization, which
cannot be expected to hold in dynamic network environments.
The allocation phase then uses observed traffic conditions to
assign sampling tasks while enforcing per-switch capacity con-
straints, balancing sampling load distribution across switches.
We next explore formulations for sampling point placement.

III. PLACEMENT PROBLEM FORMULATION

While the coordination algorithm is lightweight in terms of
memory and processing overhead, the sampling load refers
to the volume of traffic each switch must handle at line
rate. In practice, this load can exceed what a single switch
can sustain, especially under high-throughput or resource-
constrained conditions. Therefore, we use multiple sampling
points to distribute the load and avoid overloading any switch.

Our formulation aims to strategically placing sampling
points under a global budget to achieve sufficient flow cov-
erage. The budgeted sampling point placement problems

are framed as Integer Linear Programming (ILP) problems
considering multi-coverage. When a set of flows requires a
higher sampling rate than a single point can provide, multiple
sampling points are necessary. With a budgeted number of P4-
programmable switches supporting COORDSAMP, the ultimate
objective is to maximize the number of flows in a topology that
can be sampled at their required rate possibly using multiple
sampling points. We define a flow as k-covered if at least k
points are chosen as sampling points on its path.

The Budgeted Maximum k-Coverage (BMkC) problem
aims to maximize the number of k-covered flows while
ensuring all flows are at least (k−1)-covered, given a budgeted
number of sampling points. When k = 1, this becomes the
Budgeted Maximum Coverage (BMC) problem [27].

Universal setting: Given a set of flows F = {f1, ..., fm}
on topology G(V,E), V is the set of switch positions and E
is the set of links. A flow fi ∈ F is denoted by the switch
positions it traverses as fi : vk → ...→ vl. For every vj ∈ V ,
if vj is part of fi, fi ∈ sj where sj is a set of flows such that
they all traverse vj . S is the collection of all position sets sj ,
i.e., S =

⋃n
j=1 sj . We define path matrix: Let AP denote the

path matrix AP = [ai,j ], where ai,j ∈ {0, 1}. If flow fi ∈ sj ,
ai,j = 1; otherwise, ai,j = 0. Given B budgeted number
of P4-programmable switches, when a flow fi is covered at
least k times, the gain gi = 1. Otherwise, gi = 0. Table II
summarizes the parameters used in the formulations, excluding
those from the universal problem setting to avoid redundancy.

We assume homogeneous capacity across candidate place-
ment positions rather than modeling heterogeneous capacities,
because the latter requires predicting traffic load and sampling
requirements, which are highly dynamic and whose transient
estimates cannot guarantee optimality in a changing network.
This assumption keeps the placement problem focused on
the structural task of selecting positions that ensure sufficient
multi-coverage of flows, while any capacity-aware adaptation
can be handled dynamically by the runtime allocator. Its
resulting (0, 1)-valued path matrix provides the foundation
for our near-balanced analysis in networking scenarios, en-
abling the pseudo-polynomial optimality guarantees proved
in Section IV. If operators have sufficiently reliable capacity
estimates for certain positions, extensions to heterogeneous-
capacity settings are discussed in Section VIII.

A. Budgeted Maximum Coverage (BMC)
Given the universal problem setting, find a sub-collection

of S such that the number of 1-covered flows is maximized
within a budgeted number of P4-programmable switches B.

BMC Formulation:

max

m∑
i=1

gi (1)

Subject to :
g −APx ≤ 0 (2)

n∑
j=1

xj ≤ B (3)

xj ∈ {0, 1} (4)

gi ∈ {0, 1} (5)
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TABLE II
PARAMETERS IN THE FORMULATIONS

Parameter Definition

AP m× n path matrix
APi

ith row of m× n path matrix, i ∈ {1, 2, ...,m}
xj Decision variable for switch position j, j ∈ {1, 2, ..., n}
x n× 1 binary vector of each switch position, x = {xj}T
k Times of sufficient coverage of flow fi, i ∈ {1, 2, ...,m}
gi Gain of flow i, i ∈ {1, 2, ...,m}.
g m× 1 0-1 gain vector of gi,g = {g1, ..., gi, ..., gm}T
B Budgeted number of P4-programmable switches

The objective (1) is to maximize the number of 1-covered
flows gi such that gi = 1 if there is a sampling point on flow
fi. This is achieved by (2) combined with (5): For each flow fi,
if APix = 0 which means the chosen sampling points cannot
cover it, then gi ≤ 0 and (5) results in gi = 0. If APix > 0
which means fi can be covered, we have gi = 0 or gi = 1.
Because (1) maximizes the sum of gi, gi = 1 will be enforced.
As a result, these ensure that if a flow fi is covered, gi = 1.
Otherwise, gi = 0. (3) enforces the budget on the number of
sampling points. (4) are the binary decision variables.

The BMC problem is NP-hard [27]. Although existing
works adopt a polynomial time greedy algorithm to solve this
problem with a (1 − 1

e )-approximate result [27], in our sce-
nario, we achieve the optimal solution in pseudo-polynomial
time by using the MILP solver with proof in Section IV and
experiments in Section VI.

B. Budgeted Maximum k-Coverage (BMkC)

Given the universal problem setting, find a sub-collection
of X such that the number of k-covered flows is maximized
while all flows are (k− 1)-covered within a budgeted number
of P4-programmable switches B. The BMkC problem is the
general version of BMC problem.

BMkC Formulation:

max

m∑
i=1

gi (6)

Subject to:

∀i ∈ {1, ...,m}, gi −
1

k
APi

x ≤ 0 (7)

∀i ∈ {1, ...,m}, −APi
x ≤ −(k − 1) (8)

n∑
j=1

xj ≤ B (9)

xj ∈ {0, 1} (10)

gi ∈ {0, 1} (11)

Constraints (6)(9)(10)(11) map to (1)(3)(4)(5). The dif-
ference between BMC and BMkC arises from (7) and (8).
Because each flow fi needs to be covered at least k times to
achieve a gain gi = 1, the 1

k coefficient is added to the i-th
row of APx based on (2). The role of (8) is to guarantee all
flows are (k-1)-covered. The gi will be 0 if the fi cannot be
k-covered within the budget. In BMC, gi = 1 when fi can
be covered at least once within the budget. In BMkC, gi = 1
when fi can be k-covered within the budget.

IV. HARDNESS OF BUDGETED PLACEMENT

Even though the budgeted sampling point placement prob-
lems are NP-complete, it is possible to obtain optimal solutions
in polynomial time for useful realistic cases. We develop the
discussion of budgeted sampling point placement problems
from the minimum cost sampling point placement problems
(i.e., set multi-covering problems). In detail, we look at the
structure of the path matrices and show under what structures
problems can be solved optimally in polynomial time.

In section IV-A, we show that when a path matrix is
balanced, the set k-covering problem can be solved optimally
using an LP. From this, we show that the left-hand-side matrix
of the BMC constraints forms a (0,±1) balanced matrix if
the path matrix of its corresponding minimum cost sampling
point placement problem is a (0, 1) balanced matrix. Under the
conditions that the left-hand-side matrix is (0,±1) balanced,
we prove a theorem guaranteeing BMC an optimal solution by
LP. Finally, we discuss the runtime of the unbalanced cases
in which a pseudo-polynomial optimal solution is achieved by
LP and branch and bound.

A. Linear Programming Optimum-Balanced Matrix

1) Minimum Cost Sampling Point Placement: Intuitively,
the Set k-Covering problem minimizes the number of sam-
pling points to cover all flows k times. The formulation is:
min{x|x ∈ {0, 1};APx ≥ k}. A theorem related to this
formulation is given below:

Theorem 1. If A is a (0, 1) balanced matrix, b and c are
integral vectors and one of them is an all-one vector, then
min{cx|x ≥ 0;Ax ≥ b} and max{cx|x ≥ 0;Ax ≤ b} have
integral optimum solutions (if the optima are finite) [28].

By Theorem 1, we conclude that if the path matrix AP is
balanced, the polynomial running time LP produces an optimal
integral solution for the set k-covering problem.

Because a (0,1) matrix is balanced if and only if it does
not contain a submatrix that is an incidence matrix of any odd
cycle [28], the structure composed by all paths is sufficient
to show the balanced property of its path matrix. Roughly
speaking, the path matrix is balanced if the structure composed
of all paths does not have an odd-cycle. Specifically, the
flows on a spine-leaf architecture, which is essentially a tree
topology, will always compose a balanced path matrix because
a tree has no cycle, not to say an odd-cycle. So LP can produce
an optimal solution on such a topology. Thus, it is the structure
composed of all the target paths that results in the hardness
of the min-cost objective sampling point placement problem.
We discuss odd-cycles and how they influence the runtime of
ILP solvers in Section IV-B.

2) Budgeted Sampling Point Placement: Here we prove that
when the path matrix AP is balanced, the corresponding BMC
problem also achieves optimal integral solutions by LP. We
show that the left-hand-side matrix of the constraints of the
BMC formulation forms a (0,±1) balanced matrix if its path
matrix AP is a (0, 1) balanced matrix.

We organize the constraints of BMC in the matrix form
as in Theorem 1. First, the variable vector is extended to
be {g1, ..., gm, x1, ..., xn}T . Then, the matrix form of BMC
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constraints (2) and (3) is:
[
I −AP

0 1

] [
g
x

]
≤

[
0
B

]
. We call

AE =

[
Im×m −APm×n

0 1

]
extended path matrix.

Theorem 2. If the path matrix AP is a (0, 1) balanced
matrix, its corresponding extended path matrix AE is a (0,±1)
balanced matrix.

Proof. A (0,±1) matrix is balanced if no submatrix of it is an
odd hole matrix [29]. A hole matrix is a (0,±1) matrix that
contains two nonzero entries per row and per column, and no
proper submatrix of it has this property [29]. A hole matrix
is odd if the sum of its entries is congruent to 2 mod 4, and
it is even if the sum of its entries is congruent to 0 mod 4
[29]. In other words, a (0,±1) matrix is balanced if: In every
submatrix with two nonzero entries per row and column, the
sum of the entries is a multiple of 4 [29].
(1) Because AP is (0, 1) balanced, it only has even-cycle
incidence matrices which are hole submatrices. The sum of
the entries in the hole submatrices of −APm×n can only be
−2c (where c = 2, 4, 6, ...), which is always a multiple of 4.
So, −APm×n

is (0,±1) balanced.

(2)
[
−APm×n

1

]
is also balanced because the only case such

that 1 is involved into a hole matrix is
[
−1 −1
1 1

]
and the

sum of all entries is 0 which is a multiple of 4.
Otherwise, any other subvector of 1 has less than or more than
2 nonzero entries and that makes it impossible to construct
another hole matrix with any submatrix from −AP .

(3) As a result,
[
Im×m −APm×n

0 1

]
is balanced because

involving
[
I
0

]
does not make any other hole matrix.

Therefore, we have proven AE is (0,±1) balanced if AP

is (0, 1) balanced.

Next, we prove an extended version of Theorem 1 to support
that when AE is (0,±1) balanced, the LP also produces
integral/optimal solutions for BMC.

Theorem 3. If A is a (0,±1) balanced matrix, then
min{x|x ≥ 0;Ax ≥ b−n(A)} and max{x|x ≥ 0;Ax ≤ b−
n(A)} has integral optimum solutions, where b is an integral
vector, n(A) is the column vector whose ith components ni(A)
is the number of ’−1’s in the ith row of matrix A.

Proof. The strategy follows [30]. We transform (0,±1) bal-
anced matrix Am×n into a (0, 1) balanced matrix Bm×2n.
Each column aj of A associates with two columns bPj and
bNj of B. For each element bPij and bNij : if aij = 1, bPij = 1.
Otherwise, bPij = 0; if aij = −1, bNij = 1. Otherwise, bNij = 0.

Given A is (0,±1) balanced, we have B is (0, 1) balanced
because (1) The corresponding elements in B transformed
from a hole matrix of A, which is an even hole matrix, either
still compose an even hole matrix, or cannot be a hole matrix;
(2) The other elements transformed from a non-hole matrix of
A cannot compose any hole matrix. So, no sub-matrix of B
is an incidence matrix of an odd cycle.

A vector x satisfies max{x|x ≥ 0;Ax ≤ b− n(A)} if and
only if there is a vector y = [yp, yN ]T = [x, 1− x]T that sat-
isfies max{y|y ≥ 0;By ≤ b} where B = [BP , BN ] and y =

Fig. 4. Odd-Cycle Example

{yP1 , ..., yPn , yN1 , ..., yNn }T , because: By = [BP , BN ][x, 1 −
x]T = BPx−BNx+BN = Ax+ n(A) ≤ b, which implies
Ax ≤ b−n(A). Based on Theorem 1, max{y|y ≥ 0;By ≤ b}
has integral optimum solutions where B is (0, 1) balanced
and b is an integral vector. This transformation maps integral
vectors y into integral vectors x.

Thus, we proved the case of max{x|x ≥ 0;Ax ≤ b−n(A)}.
The min{x|x ≥ 0;Ax ≥ b− n(A)} case is analogous.

By Theorem 2 and 3, we directly conclude that if the
path matrix is balanced, the BMC problem can be solved in
polynomial time by LP because (1) AE is (0,±1) balanced;

(2)
[
0
B

]
is an integral vector (It is worth noting that ”b−n(A)”

is no different than ”b” when the requirement of ”b” is
just to be any integral vector); (3) the solution of objective
argmax

∑m
i=1 gi is the same as the solution of objective

argmax(
∑m

i=1 gi +
∑n

j=1 xj).
However, these theorems are insufficient to address the

BMkC case because its left-hand-side matrix is not a (0,±1)
matrix while maintaining the ”b” integral. Next, we demon-
strate how the branch and bound technique achieves pseudo-
polynomial optimal solutions in realistic network scenarios.

B. Branch and Bound Enabled Pseudo-Polynomial Optimum

While the path matrix may not always be balanced, ILP
solvers using LP-based branch and bound algorithms [31]
quickly find optimal solutions for both BMC and BMkC.
Because the practical network topology tends to be planar
and the odd cycle length is constant, we show that the branch
and bound technique returns the optimal solution in pseudo-
polynomial time in such cases. We consistently achieve opti-
mal solutions for budgeted sampling point placement problems
using the Gurobi solver [32] in reasonable runtimes across
20,000 experiments on real topologies shown in Section VI-C.

Branch and bound resolves non-integral solutions in the
relaxed ILP by recursively assigning 0 or 1 to fractional
variables and pruning substates that cannot contain the op-
timal integral solution [33]. Despite its exhaustive nature, the
running time is not always exponential since only non-integral
decision variables need consideration. Some variables remain
integral (0 or 1) even under LP due to certain properties (e.g.,
balanced). Moreover, the conditions (A is balanced, b is an
integral vector) of Theorem 1 and Theorem 3 are sufficient
but not necessary to achieve integral solutions under LP. The
LP will still produce an integral/optimal solution when all of
the odd-cycles are dominated by some even-cycles in A, even
though A is not balanced under such a condition. An example
based on Theorem 1 to illustrate this statement is given below.

Without loss of generality, we give an example in Fig.4. The
goal is to cover flows F = {f1, f2, f3, f4, f5} with minimum
number of nodes. The path matrix of F is not balanced due
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to f5. Removing f5 makes the path matrix balanced. In detail,
the submatrix composed of the red elements of the path matrix
is an odd-cycle (3-cycle) incidence matrix. Even though the
path matrix of F is not balanced, the LP returns an integral
solution to cover all flows ({x2 = x4 = 1, x1 = x3 = 0} or
{x1 = x3 = 1, x2 = x4 = 0}) because the vertices on the 3-
cycle(f1, f4, f5) are dominated by a 4-cycle(f1, f2, f3, f4). In
other words, the optimal integral solution of covering F−{f5}
is also good enough to cover F optimally.

When we only cover flows F −{f2, f3} with the minimum
number of nodes, an unbalanced path matrix is produced due
to the odd-cycle, the solution returned by LP is {x1 = x2 =
x4 = 0.5, x3 = 0} which is non-integral. Thus, the branch
and bound mechanism is triggered on x1, x2, x4. There are at
most O(23) combinations to exhaust 0 and 1 cases for each
of x1, x2, x4. The branch and bound technique selects one of
the combinations producing the best objective. The O(23) is a
constant factor that does not influence the polynomial running
time property. To be clear, the process of testing the odd-cycle
vertices with 1 and 0 will not make the other originally integral
variables non-integral because removing odd-cycle paths will
not make the originally balanced sub-matrix unbalanced.

As the LP is solvable in polynomial time L [34], the
running time of BMC is mainly influenced by the number
K of branch and bound nodes for all odd-cycles. The running
time O(LK) is pseudo-polynomial, if K can be treated as a
constant (independent of input size) [35], and can be further
reduced using parallel branch and bound [36].

Fortunately, our problem is constrained in that K is inde-
pendent of input size, as practical topologies have a limited
number of nodes, forming planar graphs. A planar graph with a
constant length of odd cycles has a polynomial number of odd
cycles [37, Theorem 4], aligning with our real topology cases.
Additionally, flows on a topology do not create more odd
cycles than those present in the topology. Thus, the pseudo-
polynomial optimum case represents the general scenario of
the BMC problem, reflecting its weak NP-completeness [35].

V. SAMPLING TASK ALLOCATION

After placing the budgeted number of P4-programmable
switches with COORDSAMP algorithms installed as sampling
points, we dynamically allocate flows to the sampling point to
maximize the number of sufficiently sampled flows in a dy-
namic network scenario. We provide a concise overview of the
algorithm (Algorithm 2), which allocates flows to (multiple)
sampling points to maximize the number of flows sampled
at their required rate. Let lj denote the traffic load at switch
j, which is the aggregate sampling rate of flows at switch j
(measured in bits/sec), while the sampling capacity cj reflects
the traffic load the switch can sample based on its available
resources, which is essentially the bandwidth limitation of the
outgoing port to the monitor. This allocation continuously runs
on the controller unless all flows are sampled at a desired rate
or all points are fully utilized.

Each sampling point pj has a traffic load lj which it attempts
to sample at the required rate, and a residual sampling capacity
cj which is the capacity it has left to sample more flows.
Sampling points that are not currently overloaded from a
sampling perspective are in the serving pool. When there are

Algorithm 2: Greedy Allocation to Sampling Points
Data: {p}: Set of sampling points;
{f}: Dynamic flows;
{c}: Sampling capacity on points (cj for pj);
{fs}: Set of sampled flows;
{fj}: Set of flows on point pj ;
lj : Sampling load on point pj .
Result: {fs}: Set of sampled flows.

1 {fs} ← ∅ ;
2 while {f} − {fs} ̸= ∅ ∧ {p} − {pj | cj = 0} ̸= ∅ do
3 (pj , lj , {fj})←

SELECT MAX({f} − {fs}, {p} − {pj | cj = 0});
4 if lj ≤ cj then
5 SAMPLE({fj});
6 {fs} ← {fs} ∪ {fj};
7 cj ← cj − lj ;
8 else
9 {fj} ← SORT({fj});

10 {fu} ← UNSAMP({fj}, lj , cj);
11 SAMPLE({fj} − {fu});
12 {fs} ← {fs} ∪ ({fj} − {fu});
13 cj ← 0;
14 end
15 end

any unsampled flows and the serving pool is not empty (line
2), the controller greedily selects the sampling point pj from
the serving pool with the maximum current traffic load lj
(line 3). If lj ≤ cj , all the flows at pj are sampled, the
controller updates the set of sampled flows and the sampling
point capacity (lines 4-7). If lj > cj , indicating the switch is
susceptible to sampling overload, some flows or fractions of
flows may not be sufficiently sampled at pj (line 8).

To decide which (fractional) flows are sampled at pj and
which must be removed from sampling at pj and placed in a
sampling request pool, we prioritize sampling tasks based on
two criteria: (1) flows uniquely covered at pj take precedence
over multi-covered flows, and (2) mice flows take precedence
over elephant flows (line 9). Consequently, an elephant flow
with multiple available sampling points is more likely to have
its sampling rate reduced at pj and potentially be sampled at
a second sampling point. The controller removes flows from
being sampled at this point until the sampling point is not
overloaded, places them in the sampling request pool (line 10),
and samples the fit amount of flows (line 11). When a flow is
fractionally sampled, the remaining fractional sampling load
is reserved for later allocation. Finally, the controller updates
the set of sampled flows and the sampling point capacity (lines
12-13). This process recurs until all flows are sampled or all
sampling points are fully loaded.

The controller continuously monitors dynamic flows. When
new flows arrive, it routes them and allocates sampling tasks
based on the sampling points they traverse and their residual
capacity. When flows depart, sampling capacity is regained.

In overload events (lj > cj), Algorithm 2 may split a
flow across on-path points using tags; flow-exclusive baselines
forbid splitting. The Proposition 1 formalizes that our packet-
level coordination dominates flow-exclusive coordination.
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Proposition 1. Under identical budgets and per-point capac-
ities, the allocation set achievable by Algorithm 2 (packet-
level coordination with tag-based splitting when lj > cj)
strictly contains the set of all flow-exclusive assignments (one
sampling point per flow). Consequently, for any nondecreasing
coverage objective G:

max
packet-exclusive

G ≥ max
flow-exclusive

G.

Proof. Any flow-exclusive assignment can be emulated by
Algorithm 2 by never splitting flows (skipping lines 8-13),
preserving budgets, capacities, and coverage. Strictness holds
when no single on-path point can satisfy a flow’s requirement
but the sum of residual capacities across on-path points can;
packet-level splitting pools those residuals without dupli-
cated sampling, achieving coverage unattainable by any flow-
exclusive scheme.

VI. EVALUATION

We evaluate COORDSAMP on P4-programmable switches
with real traffic. We adopt a placement-centric protocol:
the online allocator is fixed to the packet-level coordinator
(Alg. 2), and we compare placement strategies under matched
budget and capacity constraints. We begin with microbench-
marks of the device and export overheads, using an industry
sFlow configuration as a reference for per-packet process-
ing and export cost. We then assess placement effective-
ness—BMC/BMkC coverage (flows covered k times within
a budget), ability to meet sampling demand given per-point
capacities—across multiple topologies and dynamic traffic.

A. COORDSAMP Overhead Evaluation
We assess the COORDSAMP algorithm’s impact by com-

paring round-trip time (RTT) and throughput across multiple
coordinated sampling settings, including port-based sampling
using sFlow [2]. sFlow is an industry-standard technology for
sampling packets at layer 2.

The testbed topology aligns with Fig. 1, utilizing Arista
7170-32CD switches for P4 SW 1 and P4 SW 2. Host 1,
Host 2, and Monitor are Intel NUC 10 mini PCs. We present
RTT and throughput evaluation results for 6 sampling fraction
(sf ) settings below on P4 SW 1 and P4 SW 2.

• s1:sf1 = 0, sf2 = 0
• s2:sf1 = 0, sf2 = 0.25
• s3:sf1 = 0, sf2 = 0.5

• s4:sf1 = 0, sf2 = 1
• s5:sf1 = 0.5, sf2 = 0.5
• s6 4: sF low.sf2 = 1

To eliminate factors like switch queuing, we conduct RTT
and throughput tests without introducing background traffic.
The results are presented in Fig. 5. RTT evaluation in-
volves generating 10,000 pings between Host 1 and Host 2
under the six different sampling settings. Notably, the co-
ord sampling program has negligible influence on the RTT
compared to both no sampling and sFlow.

The throughput evaluation utilizes the secure copy protocol
(scp) to transfer three different-sized files under the six sam-
pling settings. Each file is transferred 1,000 times, with sizes
of 7.5MB, 4.2MB, and 214KB for File 1, File 2, and File 3,
respectively. Across all six settings, throughput remains nearly
identical to no sampling, exhibiting minimal fluctuations.

4Using sFlow only on P4 SW 2.

Fig. 5. Algorithm Performance Evaluation on Real Testbed

Fig. 6. Activation and Deactivation Latency on Arista 7170-32CD

B. COORDSAMP (De-)activating Latency Evaluation
We evaluate the latency of activating and deactivating co-

ord sampling algorithm on the real P4-programmable switches
in Fig. 1. We use “tcpreplay” to send 100,000 sequenced ICMP
packets from Host 1 to Host 2 at a rate of 1,000 packets per
second to test the activation and deactivation time 1000 times.

The procedure is as follows: We activate the coord sampling
of P4 SW 1 from the Monitor. The activation time ta is
therefore captured on Monitor. At the same time, Monitor
keeps listening for any incoming ICMP packets, and the time
tf of the first arrival packet is recorded. We use the value
of tf − ta as the activation latency. We then deactivate the
coord sampling of P4 SW 1 on Monitor remotely. The
deactivation time td, the time tl of the last captured ICMP
packet, and the last interval time k between two received
ICMP packets are captured on Monitor. We use the value of
td + k − tl to approximate the deactivation latency. Notably,
the actual activation and deactivation latency is less than the
experimental result because there is a round-trip time from the
Monitor to the P4 SW 1.

The activation and deactivation latencies are around 0.05
and 0.01 seconds (Fig. 6). Combined with the throughput
and RTT results, this indicates our implementation is suitable
for scalable, dynamic coordinated sampling. Next, we show
the coverage and runtime of the optimal budgeted placement
algorithm and its advantage in realistic settings.

C. Budgeted Placement Calculation Evaluation
We evaluate the sampling point placement solutions for

BMC and BMkC using two approaches:
Optimal algorithm: Implemented via the Gurobi ILP

solver utilizing relaxed LP and branch and bound tech-
nique [32];

Greedy algorithm: Iteratively selects the sampling point
covering the maximum number of currently uncovered
flows, until the budget is exhausted or all flows are
sufficiently covered. For the k-covering scenario, the
greedy algorithm first ensures (k−1)-coverage flows, then
continues greedily selecting sampling points based on
the remaining insufficient under-covered flows, stopping
when the budget is used up or all flows are k-covered.

We also compare the runtime performance of both algorithms.
Experiments are conducted on four real-world network topolo-
gies [38]–[40], illustrated in Fig. 7.
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Fig. 7. Real-World Topologies

Fig. 8. Coverage Percentage Comparison of BMC

To simulate flow paths, we shuffle the source and desti-
nation of flows from edge/host-facing endpoints. Because the
topologies differ in structure, we use topology-aware degree
heuristics to select source/destination nodes: (1) in Google
Inter-DC and US carrier, degree-2 nodes most closely rep-
resent access/edge positions, so we sample source/destination
nodes from that pool; (2) in Stanford Backbone, “leaf” nodes
are the natural edge, so we randomly select the leaf nodes as
a source or destination nodes; (3) in Germany topology, the
graph does not separate edge vs. core, so all nodes are eligible
as source and destination nodes.

Based on the Google Inter-Dataceneter, Stanford Backbone,
Germany WAN, and US Carrier WAN topologies, we ran-
domly select 1,000, 90, 1,000 and 1,500 different pairs of
sources and destinations 100 times and compute the shortest
paths. We show max, min, and average of the result based on
the 100 experiments for each setting in each case.

1) BMC: Given a budgeted number of sampling points, the
goal is to determine the sampling point placement to maximize
the number of 1-covered flows.

In 5,800 experiments conducted on four real-world topolo-
gies, the optimal algorithm consistently outperforms the
greedy algorithm by achieving higher path coverage with
the same budget and comparable runtime of 10−2 to 10−1

seconds, as illustrated in Figures 8 and 9. The slight fluctua-
tion—often within 0.1 seconds—is due to runtime jitter and re-
flects system-level noise rather than a meaningful performance
difference. Specifically, the optimal algorithm requires 1–4

Fig. 9. Runtime Comparison of BMC

Fig. 10. Coverage Percentage Comparison of BMkC

Fig. 11. Runtime Comparison of BMkC

fewer sampling points than the greedy algorithm to achieve
complete path coverage. Moreover, over 90% of flows are
covered using fewer than half the sampling points necessary
for full coverage, underscoring the importance of balancing
path coverage and cost.

2) BMkC: Given k = 2 and a budgeted number of sampling
points, the goal is to determine the sampling point locations
that maximize the number of 2-covered flows while ensuring
all flows are 1-covered.

In 5,400 experiments shown in Fig. 10 and 11, the optimal
algorithm consistently outperforms the greedy algorithm and
its runtime is comparable to the greedy algorithm in 10−2 ∼
10−1 seconds level. In multi-rooted spine-leaf architectures
(e.g., Google Inter-Datacenter), greedy performs closer to op-
timal due to the presence of high-degree spine nodes. However,
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it offers no optimality guarantees and can still yield suboptimal
results. Our evaluation shows that the optimal algorithm con-
sistently outperforms greedy with modest runtime overhead.
Crucially, we evaluate both spine-leaf (e.g., Stanford Back-
bone) and general WAN topologies, where efficient sampling
is equally important, highlighting the broader applicability of
our approach beyond structured settings.

Notably, when the budgeted number of sampling points
is at or slightly above the minimum required to cover all
flows once, the optimal algorithm achieves a significantly
higher number of 2-covered flows than the greedy algorithm.
For example, with a budget of 13 for the Google Inter-
Datacenter topology, the optimal method covers 941 out of
1000 paths on average of 100 times randomization, while the
greedy algorithm covers 0. Similarly, with a budget of 26 for
the Germany WAN topology, the optimal algorithm achieves
around 90% 2-covered flows in 68 out of 100 randomized
flow set instances (60.43% 2-coverage on average), while
the greedy algorithm fails to achieve any 2-covering in 98
out of 100 instances (1.76% 2-coverage on average). This
highlights the potential risk of substantial sampling loss when
using the greedy algorithm in such scenarios, which becomes
critical when required sampling rates are high and multiple
sampling points are needed to sample flows at sufficient rates,
as evaluated in the next subsection.

D. Budgeted Placement Effectiveness on Dynamic Flows
COORDSAMP has two phases: (1) budgeted placement

(offline) and (2) dynamic sampling task allocation (online;
Alg. 2). Here we isolate the contribution of placement: we
compute placements using the ILP (optimal) and a greedy
heuristic, then fix the online sampling task allocation method
for both. We replay a 24-hour dynamic-flow dataset on
the Germany topology [40] and compare placements under
matched budgets/capacities. This single 24-hour case is suffi-
cient for our purpose: we fix the allocator to isolate placement,
the trace spans a wide range of dynamic conditions, and it
complements our static multi-topology results (Sec. VI-C).

In detail, we use both methods to produce the budgeted sam-
pling point placement of BMkC with k = 2 on the Germany
topology, feed 24-hour dynamic flows to the network, and
allocate dynamic flow sampling tasks to the placed sampling
points for best-effort sufficient sampling introduced in Section
V. We capture the number of unsampled/insufficiently sampled
flows for both placement results to quantify the budgeted
placement effectiveness.

The dynamic flows on the Germany Topology, illustrated in
Fig. 12, are recorded every 5 minutes, providing information
on (src, dst) pairs and corresponding demand values, l, which
is proportional to traffic volume with a unit of MBit/s. We use l
as the flow sampling load. We set each sampling point pi with
a maximum capacity c = 50, matching the unit of flow demand
(MBit/s), to simulate limited switch sampling conditions based
on the dataset. This ensures most points operate near capacity
and highlights the benefit of our optimal multi-placement al-
gorithm over greedy under such constraints. When a sampling
point pi is selected, and the total demand value of flows on
pi exceeds 50, only a subset or fractional flows are sampled.
Consequently, unsampled or fractionally sampled flows await
the next opportunity for sufficient sampling.

Fig. 12. Dynamic Flows on Ger-
many Topology

Fig. 13. Placement Effectiveness
Comparision

Fig. 14. 2-Coverage: Optimal vs.
Greedy Across Budgets and Flows

Fig. 15. Placement Effectiveness
Across Input Flow Counts

1) Optimal vs Greedy Placement with Input of All Flows:
Here we use all 1,225 paths from the 24-hour dynamic-flow
dataset on the Germany topology as the input paths for the
budgeted placement computation. To maximize cost savings,
we set the budget to 28 sampling points, which under the
optimal algorithm, is enough to cover all flows at least once.
The optimal placement achieves 1117 2-covered flows, while
the greedy placement does not yield any 2-covered flows. In
this case, if a sampling point becomes overloaded, with the
greedy placement, there is no alternative sampling point, and
thus flows are un- or under-sampled.

We greedily allocate 24-hour flows on the sampling
points calculated by optimal placement and greedy place-
ment algorithms. As shown in Fig. 13, the optimal place-
ment—computed in advance—results in an average of 5 more
sufficiently sampled flows per 5-minute interval than the
greedy placement, using the same number of sampling points.
Since backbone and datacenter flows are often short-lived or
vary in volume and path [41] [42], many of the additional flows
sampled in each interval are likely different identities from
those in the prior interval. With 288 such intervals in a day, this
modest per-interval improvement translates into significantly
broader flow coverage with dynamic traffic, underscoring the
value of optimal placement. This demonstrates that even a
small per-interval improvement can lead to substantial overall
flow coverage in dynamic environments, highlighting the value
of the optimal placement.

Ideally, the total aggregated traffic volume (in bit/sec) of
sampling under greedy and optimal multi-cover placements
should be similar, as both approaches are tested with the same
number of sampling points deployed with identical capacities.
However, the greedy method often lacks redundant coverage,
which may leave some sampling points underutilized, while
some are overloaded. Specifically, if a sampling point selected
by the greedy algorithm is not on the path of any insufficiently
sampled flow, it cannot help improve coverage. In contrast,
the optimal placement ensures better overlap and resource
utilization. Since our objective is to maximize the number of
sufficiently sampled flows rather than less meaningful partially
sampled ones, we evaluate effectiveness based on the number
of flows meeting their sampling targets.
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2) Optimal vs Greedy Placement with Input of Different
Flows: To illustrate the impact of input flows on optimal
and greedy placement strategies, we execute the placement
algorithms using flows from different times (x-axis) of the
day as input, with a budget that allows for the lowest cost
solution to cover at least 90% of the flows twice using optimal
placement, the required budgets range mostly between 24-26
switches shown in Fig. 14. Note with these budgets, the greedy
algorithm is incapable of achieving any 2-covered flows.

Within a budget range of approximately 25, the optimal
algorithm achieves 1,000-1,500 2-covered flows, while the
greedy algorithm does not achieve 2-coverage but only 1-
coverage. Employing these sampling point placement settings,
we introduce 24-hour flows to the network and employ the
greedy allocation algorithm for sufficient sampling. The results
are shown in Fig.15. The optimal placement surpasses the
greedy placement when the input flows are from 6:00:00 to
18:00:00 and is especially stable from 8:00:00 to 11:00:00.

As shown in Fig. 12, the number of flows is high from
8:00:00 to 18:00:00. We conclude that an increase in the
number of input paths for optimal placement calculation is
associated with a decrease in the average number of unsampled
flows in dynamic scenarios. However, this phenomenon is
not obvious for the greedy placement algorithm because the
greedy algorithm tends to select nodes with high betweenness
centrality regardless of the total number of flows.

VII. RELATED WORK

Network traffic measurement has been addressed through a
variety of architectures. Recent SDN-based network monitor-
ing approaches [43], [44] adopt external monitors to avoid
degrading switch performance, but either waste bandwidth
by forwarding full packets or lack flexibility. In contrast,
COORDSAMP has the flexibility of inserting metadata in the
packets and truncating mirrored packets to save bandwidth
with P4-programmable switches.

Among the works that consider sampling scalability, Gi-
otis, et al [45] imply an assumption about limited sampling
workload, Shirali-Shahreza, et al [46] exclude elephant flows
to mitigate the sampling workloads, and FlowShark [47]
separate sampling decisions on short and long flows to enhance
sampling efficiency. Du, et al [4] propose a method to achieve
an adaptive sampling rate for different flows. Others [5] [6]
aim at a best-effort single point per-flow sampling allocation
regardless of the high sample rate demand of the intrusion
detection system. Another non-duplicate sampling work [48]
prevents duplicated sampling on the traffic element (e.g.
destinations), not flows. The work considers the sampling
scalability issue and allows several monitor points along the
path of flows. However, it requires the SDN controller to drop
duplicate samples, which wastes network resources and adds
overhead at the controller [49]. Conversely, we study flow-
based sampling at multiple points with coordinated sampling.
Another coordinated sampling work [16] uses a hash-based
method to guarantee each flow is only sampled at one router
to avoid duplicated sampled packets. Therefore, it does not
support sampling flows at multiple points, as we do.

Recent efforts have aimed to distribute the network moni-
toring load across multiple points to alleviate pressure on indi-
vidual switches. These approaches can be broadly categorized

by their coordination granularity: coordination-free, flow-level
coordination, and packet-level coordination.

Coordination-free monitoring methods utilize multiple
switches to distribute traffic measurement load and avoid
inter-switch coordination by tolerating sampling redundancy.
FlowRadar [12] encodes flow identifiers and counters in a
compact Bloom filter-like structure to enable per-packet mon-
itoring without coordination. Ben-Basat et al. [10] employ a
duplication-tolerant hash-based method to estimate network-
wide statistics. UnivMon [11] offers a universal sketch frame-
work that supports multiple flow-level queries such as heavy
hitter detection and entropy estimation using a single sketch
structure. While powerful in scope, it focuses on coarse-
grained estimations and lacks mechanisms for sampling gran-
ularity control or duplication prevention, which wastes re-
sources on duplicated measurements. They also lack packet-
level visibility and do not consider budget-aware placement.
In contrast, COORDSAMP achieves duplication-free, packet-
level monitoring while maintaining low overhead through
lightweight tagging and selective coordination.

Flow-level coordination aims to ensure that each flow
is measured by only one switch, avoiding duplication by
construction. Systems such as Distributed Sketch [13] and
CountMax [14] support state-shared and flow-level coordina-
tion by partitioning flows or splitting sketches across switches
to measure flows efficiently. Flow Distribution [15] assigns
each flow to a single monitor using centralized control, while
Cooperative Flow Selection [24] uses TTL-based probabilistic
decisions to achieve flow-level coordination to distribute flows
across switches. CSAMP [16] also enforces flow-level exclu-
sivity via routing-aware flow assignments. While these meth-
ods avoid duplicated measuring, they cannot leverage multiple
measure points per flow, and most lack packet-level visibility.
Additionally, none of them consider monitor placement under
budget constraints. COORDSAMP addresses these gaps by
supporting multi-point, packet-level coordinated sampling via
optimization for placing sampling-capable switches.

Packet-level coordination aims to prevent duplicated sam-
pling while allowing a flow to be monitored at multiple points.
Afek et al. [25] only conceptually mentions tagging sampled
packets to prevent duplication, but lacks deployment details
or practical implementation. COORDSAMP systematically de-
signs a packet-level coordinated sampling and implements
the system using P4-programmable switches. It uses in-band
packet tagging to prevent redundant sampling and supports
robust sample sequence reconstruction at the monitor. Unlike
prior work, COORDSAMP explicitly incorporates a budget-
aware placement algorithm that maximizes sampling coverage
within a monitoring budget. Though exporting sampled pack-
ets incurs more overhead than flow-level statistics, it offloads
data processing to inexpensive external monitors to support
packet-level detections (e.g., deep packet inspection), making
the trade-off practical and efficient.

Furthermore, existing monitor placement methods [5], [50],
[51] typically use heuristic greedy algorithms to solve set
covering problem without considering scenario characteristics
on the ability to obtain optimal solutions, as we do.

VIII. DISCUSSION

Trade-offs. The coordination logic in COORDSAMP is delib-
erately lightweight, enabling flexible sampling and efficient
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switch resource use. Although exporting raw packets increases
bandwidth, COORDSAMP offloads processing to external com-
modity monitors rather than costly programmable switches,
reflecting a conscious trade-off between in-switch complexity
and export overhead.
Capacity Heterogeneity. In deployments where operators
have prior knowledge that certain positions should host higher-
capacity switches—e.g., due to centralized topology roles or
historical traffic patterns—this heterogeneity can be modeled
by assigning proportionally scaled coverage weights in a
generalized path matrix AP = [ai,j ], where ai,j ≥ 0 reflects
the effective sampling contribution of heterogeneous switches.
Switch heterogeneity also leads to weighted budget constraints∑

j wjxj ≤ B. However, introducing such coverage and cost
weights converts the left-hand-side matrix of the formulation
into a general integer matrix, causing the balanced-matrix
conditions to no longer hold and eliminating the pseudo-
polynomial solvability of the unweighted formulation. A full
analysis of the weighted case remains an open question.
Scalability Considerations. The runtime of the placement
solver depends on the structure of the path matrix, not on
the raw number of nodes or edges. Adding nodes or links
affects runtime only when it creates additional, diverse paths
that expand the matrix or introduce new odd-cycle structures.
Since topology size and flow count are not independent,
the meaningful scalability factor is the number of flows,
which directly determines the number of ILP constraints.
To assess this, we also varied the number of flows on the
fixed US Carrier topology under the minimum-cost placement
formulation (Section IV-A); runtime increased only mildly
(0.015–0.05 seconds) as flows grew from 100 to 1500. After
placement, the online allocator operates only over the budget-
limited sampling points and scales linearly with the number
of flows, making its overhead insensitive to topology size.
Scenarios and Potential Security Extensions. COORDSAMP
is well-suited for scenarios where fine-grained packet visibility
is needed beyond what flow-level summaries can provide,
such as detecting stealthy attacks, policy violations, or subtle
traffic anomalies. It is also effective in deployments with
limited switch-side monitoring capacity, where distributing
sampling load to commodity servers improves scalability.
Dynamic or multi-path networks likewise benefit from multi-
point sampling to enhance monitoring resilience and vali-
date middlebox behavior or traffic policies. Beyond current
functionality, COORDSAMP can support more advanced attack
detection. Tagging packets and sampling at strategic points—
such as before and after a middlebox—enables operators to
identify packet loss, catch inconsistent transformations, or
detect stealthy rule bypassing. The same mechanism facilitates
zone-based monitoring, where different network regions (e.g.,
data center, demilitarized zone) apply tailored sampling logic
that respects policy or privacy constraints.

IX. CONCLUSION

We have designed and implemented a dynamic coordi-
nated sampling system using P4-programmable switches. Our
system is lightweight, flexible, and generalizable to any P4-
programmable switch, with negligible performance overhead,

and it can achieve coordination automatically through dy-
namic configuration. We formulated budgeted sampling point
placement problems ranging from single-coverage to multi-
coverage. Although these problems are NP-complete in gen-
eral, we have theoretically and experimentally proven that
their optimal solutions can be achieved efficiently in real-
world topology cases, indicating weak NP-completeness. Our
COORDSAMP system is well-suited for dynamic sampling
activation, and we have validated the sampling superiority of
optimal placement over greedy placement using real traffic.
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